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Part	of	Google	Chrome's	appeal	lies	in	its	minimal	interface,	free	from	stacks	of	toolbars	and	rows	of	icon	shortcuts.At	the	same	time,	the	right	extension	can	improve	your	Web	experience	without	ruining	the	browser's	stripped-down	style.Here	we	pick	out	our	favourite	20	extensions	for	Chrome,	listed	in	no	particular	order	of	preference.	All	of	these
extensions	can	be	found	on	the	Chrome	Web	Store	--	bear	in	mind	that	you	can	sync	Chrome	extensions	across	multiple	machines	if	you	want	to,	via	the	Personal	Stuff	page	of	the	Settings	tab.Let	us	know	about	your	own	favourite	extensions	in	the	comments	below.1.	Google	DictionaryThe	best	extensions	feel	like	built-in	browser	features,	which	is
the	case	with	Google	Dictionary.	Once	the	extension's	installed,	double-click	on	a	word	to	see	an	instant	pop-up	definition	(with	a	link	for	further	information)	--	find	out	exactly	what	"cornucopia"	means	without	interrupting	your	browsing.	Alternatively,	you	can	also	look	up	a	word	by	clicking	on	the	extension	icon	in	the	toolbar.If	you're	new	to	Buffer,
it	spreads	out	your	tweets	over	a	predetermined	schedule,	so	your	followers	aren't	overloaded.	It's	not	suitable	for	time-sensitive	tweets	(complaining	about	the	latest	episode	of	Homeland	perhaps),	but	it's	perfect	for	queueing	up	links	and	such	like.	The	Chrome	extension	works	flawlessly,	composing	and	buffering	your	tweet	in	a	couple	of	mouse
clicks.3.	Chrome	to	PhoneIf	you're	using	an	Android	phone	or	tablet,	you	can	use	the	Chrome	to	Phone	extension	to	quickly	send	links	and	other	content	to	your	mobile	device,	either	via	the	right-click	menu	or	the	extension	icon.	You'll	also	need	to	install	the	Chrome	to	Phone	app	on	your	Android	device,	where	you	can	choose	whether	to	open	up	links
automatically.4.	Google	CalendarGoogle	has	extensions	for	just	about	all	of	its	multitude	of	products	and	services,	but	the	Google	Calendar	one	is	worth	a	look	--	not	only	does	it	provide	an	at-a-glance	overview	of	your	upcoming	events,	it	can	also	recognise	when	a	webpage	contains	an	event	(such	as	a	Facebook	page)	and	enables	you	to	add	the	event
to	your	calendar	with	a	single	click.5.	Evernote	Web	ClipperKeeping	bookmarks	and	starred	tweets	is	all	well	and	good,	but	Evernote	lets	you	create	a	fully	fledged	interactive	scrapbook	of	all	the	interesting	material	you	find	on	the	Web.	This	is	one	of	the	official	extensions,	which	enables	you	to	quickly	add	content	to	your	Evernote	account	ready	for
sorting	out	later.	You'll	need	to	register	an	account	(opens	in	new	tab)	at	first.6.	Awesome	ScreenshotGet	past	the	over-the-top	name	and	Awesome	Screenshot	is	a	very	useful	screenshot	tool	that	manages	to	be	both	packed	with	features	and	easy	to	use.	It's	possible	to	add	annotations,	capture	entire	webpages	(even	when	they	are	only	partially
visible),	share	pictures	quickly	via	the	internet,	and	more.	Images	can	be	saved	locally,	uploaded	or	copied	to	the	clipboard	as	required.7.	TinEye	Reverse	Image	SearchIf	you're	looking	for	a	bigger	version	of	a	certain	image	or	want	to	find	out	where	a	picture	originated	from,	then	TinEye	can	help	--	this	reverse	image	search	takes	your	source	picture
and	looks	for	other	matching	instances	of	it	on	the	Web.	There's	no	icon	added	to	the	Chrome	interface,	just	an	extra	option	on	the	right-click	context	menu.8.	Click&CleanTake	more	control	over	what	your	PC	and	your	browser	knows	about	you	with	Click&Clean	--	the	extension	can	help	you	erase	your	browsing	history,	edit	your	privacy	settings,
remove	tabs	based	by	domain,	view	cached	video	files,	and	more.	It	also	links	to	some	of	Chrome's	less	well-known	areas,	such	as	the	built-in	Task	Manager.9.	TooManyTabs	for	ChromeTabbed	browsing	means	we're	all	surfing	the	Web	faster	and	more	efficiently	than	ever	before,	but	if	you	often	find	yourself	lost	in	a	forest	of	open	tabs,	use
TooManyTabs	to	better	manage	them.	Get	an	overview	of	all	open	tabs,	'suspend'	individual	tabs	for	later	viewing,	search	through	all	of	your	tabs	at	once,	and	more.10.	Download	MasterIf	you	need	to	download	all	of	the	files	from	a	particular	page,	be	they	pictures	or	Zip	files,	Download	Master	can	lend	a	hand.	Click	the	extension	icon	to	see	a	list	of
all	available	links,	which	you	can	then	filter	based	on	file	type	or	keyword.	The	downloads	themselves	are	handled	by	Chrome's	built-in	download	manager.11.	ReadabilityBanish	adverts,	sidebar	videos	and	other	on-screen	junk	with	Readability	--	click	the	extension	icon	to	see	a	clean,	clear	version	of	the	article	you're	currently	viewing.	The	extension
works	without	a	Readability	account,	though	if	you	sign	up	for	one	you	can	also	save	articles	for	later	reading.	The	extension	can	send	articles	to	your	Kindle	device	too.12.	RapportiveGmail	is	getting	better	at	adding	contact	info	alongside	emails,	but	Rapportive	is	still	streets	ahead.	Pull	in	data	from	Twitter,	LinkedIn	and	other	social	networks	to
make	the	right-hand	contact	pane	much	more	useful.	The	extension	works	seamlessly	in	the	background,	requires	little	in	the	way	of	configuration	and	soon	feels	like	a	native	part	of	Gmail.13.	Last.fm	scrobblerLast.fm's	various	desktop	clients	and	integrated	tools	do	a	decent	job	of	tracking	your	listening	history,	but	what	about	the	tunes	you're
hearing	on	the	wilds	of	the	Web?	If	you	want	to	log	these	tracks	too,	install	the	Last.fm	scrobbler	extension,	which	can	pick	up	songs	on	YouTube,	MySpace,	Deezer	and	many	other	streaming	websites.14.	Send	to	KindleIf	you	happen	to	have	joined	the	eReading	revolution,	then	the	Send	to	Kindle	extension	will	definitely	be	of	interest	--	transfer
webpages	and	articles	to	your	portable	device	with	most	of	the	unwanted	extras	stripped	out	along	the	way.	The	extension	has	been	tweaked	to	work	well	with	a	wide	range	of	sites,	including	Wikipedia,	Quora,	Google	Reader,	MetaFilter	and	others.Does	a	webpage	exist	if	it	hasn't	been	shared	on	a	social	media	network?	If	you're	eager	to	share	your
latest	online	find	with	as	many	of	your	contacts	as	possible,	AddThis	makes	it	easy.	It's	tightly	integrated	with	the	big	two	(Facebook	and	Twitter)	and	supports	many	more	services	besides	--	it	can	even	work	with	Gmail	and	Instapaper.16.	RadioplayerBased	around	content	from	Radioplayer,	the	official	UK	hub	for	over	300	online	stations,	Radioplayer
pops	up	in	a	new	window	and	lets	you	listen	to	the	football	commentary	or	enjoy	the	biggest	hits	of	the	80s	while	you	browse.	Additional	content	underneath	the	playback	bar,	from	information	about	the	current	show	to	further	reading	on	the	Web,	varies	from	station	to	station.17.	Lookup	Companion	for	WikipediaOpening	a	new	tab	for	Wikipedia-ing
purposes	is	old	hat	--	use	this	streamlined	extension	instead	and	avoid	having	to	leave	the	page	you're	on.	Recent	lookups	are	saved	for	future	reference,	and	you	can	browse	forwards	and	backwards	in	the	extension	window,	which	displays	the	mobile	version	of	Wikipedia	pages	to	make	them	as	compact	as	possible.Chrome	has	plenty	of	nifty	security
features	built	in,	but	Dr.Web	Anti-Virus	Link	Checker	adds	another	useful	one	without	slowing	down	the	program	or	your	browsing.	Once	installed,	the	extension	lets	you	scan	links	before	you	visit	them,	just	in	case	your	group	of	friends	and	family	has	a	tendency	to	pass	on	a	lot	of	virus-filled	URLs.19.	Extensions	ManagerFinally,	an	extension	to	help
you	better	manage	your	extensions,	as	well	as	the	themes	and	apps	you've	installed	within	Google	Chrome's	walls.	Extensions	Manager	filter	through	outdated	or	disabled	extensions	and	toggle	their	status	with	a	single	click,	and	access	the	options	page	for	any	installed	extension.	Google	would	do	well	to	incorporate	the	ideas	here	into	Chrome
itself.20.	timeStats	betaWant	to	know	where	you've	spent	all	your	time	on	the	Web?	Are	you	absolutely	sure?	timeStats	beta	sits	quietly	in	the	toolbar	logging	everything	that	you	do	and	then	brings	up	a	sleek-looking	pie	chart	visualising	just	how	much	time	you've	spent	on	Twitter.	Follow	the	Additional	link	to	see	an	even	more	detailed	breakdown	of
the	places	you've	been.	Chrome	browser	extensions	are	beautiful	things.	They	can	translate	pages,	help	you	manage	your	passwords	and	even	get	rid	of	unpleasant	words.	However,	they’re	also	prime	vectors	for	all	kinds	of	unpleasant	malicious	code.(Image	credit:	Jeramey	Lende/Shutterstock)Usually,	it’s	easy	enough	to	sort	out	genuine	Chrome
extensions	from	their	shady	brethren,	but	what	happens	when	good	plugins	go	bad?	At	least	eight	Chrome	extension	developers	have	fallen	prey	to	phishing	schemes,	had	their	Chrome	developer	accounts	hijacked	and	their	extensions	altered.	Their	once-legitimate	Chrome	extensions	now	threaten	millions	of	people,	and	it's	likely	more	Chrome
extension	hijacks	will	come	to	light.The	French	security	researcher	known	only	as	“Kafeine”	discovered	six	new	compromised	extensions,	adding	to	two	more	discovered	earlier	this	month,	and	shared	his	findings	on	the	Proofpoint	website	Monday	(Aug.	14).	The	six	otherwise-helpful	Chrome	extensions	are	currently	spamming	users	with	malicious
popups	and	redirected	advertisements,	and	it’s	likely	that	all	eight	developers	fell	for	the	same	phishing	scheme.MORE:	Best	Antivirus	Software	and	AppsFirst	things	first:	If	you	have	one	of	the	corrupted	extensions,	you	should	uninstall	or	disable	it	right	away.	(However,	you	should	also	bookmark	the	developer’s	homepage,	blog	or	Twitter	account
so	that	you	know	when	it’s	safe	to	reinstall.)	It	doesn't	matter	if	you're	using	Windows,	macOS	or	Linux,	as	Chrome	extensions	are	generally	platform-independent.The	version	numbers	for	four	of	the	compromised	extensions	are	as	follows:Chrometana	1.1.3Infinity	New	Tab	3.12.3Web	Paint	1.2.1Social	Fixer	20.1.1Two	more	extensions	appear	to	have
been	compromised	at	the	end	of	June,	but	the	exact	version	numbers	of	the	corrupted	code	are	unverified:TouchVPN	[current	version	1.5.12,	last	updated	June	25]Betternet	VPN	[current	4.4.5,	last	updated	July	6]Bleeping	Computer	estimates	that	almost	5	million	people	may	be	at	risk	from	these	extensions.Two	additional	apps,	Copyfish	and	Web
Developer,	fell	prey	to	the	exact	same	method	of	hijacking	earlier	this	month.	However,	those	two	apps	have	since	been	updated,	and	should	be	safe	to	use	once	again.The	corrupted	Chrome	extensions	are	not	dangerous	in	and	of	themselves,	but	use	them	long	enough,	and	they	can	almost	certainly	compromise	your	computer.Rather	than	infecting
systems	themselves,	the	extensions	redirect	users	to	malicious	websites	that	can	do	it	for	them.	The	compromised	extensions	spam	users	with	popups,	which	exhort	them	to	click	on	harmful	sites.	Furthermore,	they	replace	legitimate	advertisements	with	ones	that	have	much	more	unscrupulous	destinations.As	for	how	the	extensions	became
corrupted	in	the	first	place,	it’s	a	surprisingly	simple	story:	The	developers	got	phished.	The	men	and	women	behind	the	Chrome	extensions	received	extremely	convincing	emails	from	a	Google	lookalike,	explaining	that	they	had	to	log	into	their	Google	developer	accounts	immediately	or	risk	losing	valuable	assets.	The	link	and	email	address	both
looked	convincing,	and	the	message	did	not	contain	any	spelling	or	grammatical	errors.Once	the	developers	"logged	in,"	the	attackers	had	their	Google	developer-account	username	and	passwords.	From	there,	the	attackers	changed	the	code	of	the	developers'	extensions	and	pushed	out	updates.The	lesson	here	is	not	"don’t	use	Google	Chrome
Extensions,"	since	they’re	generally	helpful,	reliable	bits	of	software.	Instead,	perhaps,	users	may	want	to	follow	their	favorite	extension	developers	on	Twitter	to	be	notified	of	potential	security	breaches	like	this	one	ASAP.	Keeping	extensions	up	to	date	(which	Chrome	does	automatically	by	default)	and	having	a	reliable	antivirus	program	installed
never	hurt,	either.
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