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Last week, security researchers from Zimperium have reported on a vulnerability in Android's Stagefright media playback library, one that is thought to affect about 950 million active Android devices. In a nutshell, potential hackers can take control of the affected smartphones by sending a malicious SMS. For more details on the Stagefright
vulnerability, check out our original post here.Zimperium has now launched an app that lets users check if their smartphone or tablet is exposed to the Stagefright vulnerability. The app is intuitively called the Stagefright Detector App, and can be downloaded for free from Google Play through the source link below. As the name suggests, the app
does little else than to check if a certain device is exposed to vulnerabilities in Android's Stagefright Multimedia Framework. It will not patch vulnerable devices, but at least you'll know that your device is at risk.Google and Samsung have recently started patching some of their devices, with Spring being the first carrier in the US to send out fixes to
its carrier-specific handset versions. Other smartphone makers such as Alcatel announced plans to patch their handsets soon. Just in case your handset has not been patched yet, this is what you should do to protect your Android device from the Stagefright exploit.Interestingly, Zimperium announced that the app will "anonymously" collect data -
including fingerprints - from vulnerable devices. According to Zimperium, this data will be used to create future patches. While this may be true, some users will certainly find it a bit unnerving that an app designed to detect vulnerabilities actually collects data and sends them back its creators.source: Google Play via Mashable Over five billion
downloaded Android apps are vulnerable to being hacked, cybersecurity researchers have found, as attackers exploit flaws in Google's operating system. Some 96 percent of malware -- or malicious software -- employed by hackers target Google Android, according to U.S. firm FireEye, which analysed more than 7 million mobile apps on Android and
Apple iOS between January and October 2014.Apps designed to steal financial data were especially popular, the researchers found. The open-source nature of Android allows hackers to find the code behind a popular app, they said, and recreate the app almost identically but with a malicious code to infect users."You can get all the code and then you
can insert additional instructions and make it look and feel like the original app and no way for a consumer to tell the difference when they download it," Jason Steer, director of technology strategy at FireEye told CNBC by phone.Google did not respond to a request from CNBC for comment.Malware targeted at Google's operating system has surged
from roughly 240,000 unique samples in 2013, to more than 390,000 unique samples in the first three quarters of 2014, according to the research.Fireye said that one of Android's biggest vulnerabilities was the way in which its mobile apps communicate information back to servers. It found that much of this communication was unencrypted, leaving
it open for hackers to intercept and insert malicious code that can infect end users.Advertisements also left some app users exposed. Many apps use third-party advertising software to display ads and make money from users. But Steer said that such data collection was often "aggressive," and warned that sometimes the software communicates this
data in an insecure way, leaving it open to hackers.iOS vulnerabilitieslt is not only Android apps that are vulnerable, however. Vulnerabilities in apps on iOS devices, once seen as very secure, were also identified.Previously, hackers could only exploit jailbroken iOS devices with malicious apps. Jailbroken devices allow users to install apps not released
through Apple's App Store. Now, FireEye's researchers said hackers were able to make malware that can attack a non-jailbroken device.Apple did not respond to a request for comment.Opportunistic hackers are also sidestepping Apple's app verification process.App developers typically build and test an app in beta mode on Apple's iOS Developer
Enterprise Program. It then goes through stringent tests by Apple for security before it is pushed out on the App Store.But hackers are now creating apps through this program, then sending them to people via text messages or emails as a link. When a user clicks the link, the malicious app is downloaded on their device.Steer said that because Apple
devices have become so popular, hackers see them as a valuable target. Meet the Dermatologist Who Wants to Save You Money — and Just Hit a $200 Million Milestone for Patients Your Employees Want This Perk, and Giving It to Them Can Improve Your Bottom Line The Hidden Dangers of Not Taking Your Vacation Days This Family-Owned
Manhattan Jewelry Shop Struggled to Rebuild After 9/11. Today, 2 Sisters Who Run the 46-Year-Old Business Reveal What It Takes to Persevere. Businesses Need More Women Investors. Here's How That Can Happen. Franchising Isn't for Entrepreneurs, It's for Systempreneurs This Former Disney Exec Shares Her 5 Most Valuable Takeaways on
Leadership Following Viral LinkedIn Post If you're on Cricket Wireless and use an Android phone, there’s a reasonably decent chance you could be having issues receiving MMS messages (aka picture and video messages). Fortunately, there’s a quick and easy fix...now that we’ve actually figured out what’s going on here. What’s the Problem? In short,
you can’t receive MMS—the fancy term for picture messages. You'll get a notification showing that there’s a message to download, but you won’t be able to download it. It’s frustrating. The problem stems from APNs—Access Point Names—that auto-download from your carrier, oftentimes after a reboot. The APN is the identifier that tells the phone
where and how to access specific things on the network—in this case, MMS. And in the case of Cricket, it sometimes downloads multiple copies, one of which is missing key information required in order to correctly process MMS. For some reason, this causes issues with MMS even if the correct one is set as the default. The mere presence of the
incorrect APN causes problems. It’s really a weird situation. How to Fix It The good news? It’s a simple fix—you just need to know where to look. To find your phone’s APNs, first pull down the notification shade and tap the gear icon. From here, things will be a bit different depending on what version of Android your phone is using. I'll cover the most
common ones. Android Oreo In the Settings menu, choose “Network & Internet,” then “Mobile Network.” Tap the Advanced dropdown button, then select Access Point Names. From here, skip down to “Fix Your APN” below. Android Nougat or Below In the Settings menu, select “More” under the Wireless & Networks menu, then “Cellular Networks.”
In this menu, select “Access Point Names.” From here, skip down to the “Fix Your APN” section below. Samsung Galaxy S7 / S8 / Note 8 The following instructions are for Galaxy devices running Nougat. In the Settings menu, first tap on “Connections,” then “Mobile Networks.” From there, tap on “Access Point Names.” Now it’s time to fix the
problem. Fix Your APN Once you make it into the APN menu on your particular device, the steps should be the same for all devices. You'll see a screen like this: If you have multiple APNs with the same name here—usually “internet,” there’s your issue. Tap on each one to see its details. You want to use the one with the following settings:
Name: internet APN: ndo Proxy: Not set Port: Not set Username: Not set Password: Not set Server: Not set MMSC: MMS Proxy: proxy.aiowireless.net MMS Port: 80 MCC: 310 MNC: 150 Authentication Type: Not set APN Type: default,mms,supl,hipri,fota APN Protocol: IPv4/IPv6 APN Roaming Protocol: IPv4/IPv6 APN Enable/Disable: enabled
Bearer: Uspecificed MVNO Type: None MNVO Value: Not set Once you’ve found the correct one, delete the other one. Do this by tapping on it to open its details, then three dots in the upper right corner, and choosing “Delete APN.” Again, delete the one that doesn’t match the above details. If you only have one APN, modify its details to match the
above list. That should do it—once the incorrect APN has been removed, you should be able to send and receive MMS messages without issues. Just keep in mind that you may need to recheck the settings every time you reboot the phone, since APNs will likely be re-downloaded. It’s a stupid issue to have, I know, but at least it’s also an easy fix. Apple
was put in the spotlight this week, with iPhone news dominating the scene. Apple was put in the spotlight this week, with iPhone news dominating the scene. First, Apple supposedly lost the prototype of its next-generation iPhone, with photos emerging on both Engadget and Gizmodo. Adding fuel to speculation, Apple’s lawyers asked for the device
back, suggesting that it may indeed be genuine. To make things more interesting, Adobe terminated its development of the compiler, which was aimed to enable Flash apps to run on the iPhone, following Apple’s recent amendment to its iPhone 4.0 SDK licence. Meanwhile, an iPhone hacker has successfully managed to install Android on Apple’s
smartphone. Facebook staged its F8 developer conference this week, making a number of announcements. The social networking giant introduced what it calls the Open Graph protocol, a way for users to share their activity on external sites via “likes” on their Facebook. The company is also getting rid of its Facebook Connect log-in feature in favour
of the open-source OAuth. Thirdly, in a joint effort with Microsoft, they have come up with their own version of Google Docs. The product, which is currently in beta, lets Facebook users create MS documents that can then be shared with friends on Facebook. Microsoft is getting serious about web standards and has sponsored the Web Open Font
Format (WOFF), bringing it closer to becoming a standard. It’s unknown whether IE9 will support the technology, but it’s a positive move regardless. Lastly, some good news for Linux fans. Synaptics is bringing multi-touch capabilities to a range of Linux distributions, including Fedora, Millos Linpus, Red Flag, Suse Linux Enterprise Desktop Sled 11,
Ubuntu and Xandros. Posted by Lana Kovacevic
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